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* CONTENT

¢ Process of identification and protection of CI

Model of integrated computer arhitecture of the project

Model of risk assessment of Cl

Basic features of computer software solutions
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* PROCESS OF IDENTIFICATION AND PROTECTION OF CI

1. IDENTIFICATION OF CI

¢ Criticality assessment

expected negative impact due to particular threat or disturbance(number of
victims, economic damage, affacted environment...) that includs
identification of interdependencies — level of integration and interactive
complexity of Cl

¢ Vulnerability assessment
identificiation of weakness points
* Risk assessment

overall rating of previous phases — identification of factors and causes
can have adverse consequences with a purpose to prevent and eliminate risk

2. PROTECTION OF Ci

» Development of strategies for risk management
* Planning measures and capabilities for protection of Cl
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o INTEGRATED COMPUTER ARCHITECTURE FOR INTERACTIVE RISK ASSESSMENT
AND MODELING INTERDEPENDENCIES OF CRITICAL INFRASTRUCTURE

Data visualization GIS - integration of

spatial data, intersections,
é congestion, risk assessments
and simulation of funkcional
interdependencies

Common user
graphical
interface
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http://maps.google.si/maps?bav=on.2,or.&bvm=bv.51495398,d.Yms,pv.xjs.s.en_US.Zn0fveqivGU.O&biw=856&bih=556&wrapid=tlif137777813598411&q=topografska+karta+ljubljane&um=1&ie=UTF-8&hq=&hnear=0x476531f5969886d1:0x400f81c823fec20,Ljubljana&gl=si&t=p&sa=X&ei=jjcfUpeiKoKPtAaF1oGgCQ&ved=0CCgQ8gEwAA
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® RISK ASSESSMENT CI - BASIS

» Legislation of EU and RS - Council Directive on the identification and designation
of European critical infrastructures and the assessment of the need to improve their
protection, Regulation of European Cl in Republic of Slovenia, Basic and sectoral
criteria criticality of Cl in Republic of Slovenia

¢ General theoretical and methodological recommendations - It doesnt exist
common and standardized metode but different approaches and methodes are being
used

¢ Reserch and development projects — Definition and protection of Cl in RS, Safety
of road infrastructure: most important objects on the Slovenian road network

¢ Used methods and techniques — Method to identificate key targets — developed in
US army, widelay used since 2001 on civil area (crises management, economy), some
approaches in EU and widely
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STRUCTURE AND PROCESS OF RISK ASSESSMENT AND MODELING
° INTERDEPENDENCIES OF CRITICAL INFRASTRUCTURE

European
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COMPUTER SOFTWARE FOR RISK ASSESSMENT
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